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I. INTRODUCTION 
Cloud computing presents a new way to supplement the current consumption and delivery model for 

ITservices based on the Internet, by providing for dynamically scalable and often virtualized resources as a 

service over the Internet. To date, there are a number of notable commercial and individual cloud computing 

services. Details of the services provided are abstracted from the users who no longer need to be experts of 

technology infrastructure. Moreover, users may not know the machines which actually process and host their 

data. While enjoying the convenience brought by this new technology, users also start worrying about losing 

control of their own data. The data processed on clouds are often out sourced, leading to a number of issues 

related to accountability, including the handling of personally identifiable information. Such fears are becoming 

significant barrier to the wide adoption of cloud services.  Conventional access control approaches developed 

for closed domains such as databases and operating systems, or approaches using a centralized server in 

distributed environments, are not suitable due to the following features characterizing cloud environments. CIA 

framework provides end-to-end accountability in a highly distributed fashion.  One of the maintaining 

lightweight and powerful accountability that combines aspects of access control, usage control and 

authentication. Two distinct modes for auditing: push mode and pull mode.  The push mode refers to logs being 

periodically sent to the data owner or stakeholder while the pull mode refers to an alternative approach whereby 

the user can retrieve the logs as needed. First, Integrated integrity checks and oblivious hashing (OH) technique 

to our system in order to strengthen the dependability of our system in case of compromised JRE.Updated the 

log records structure to provide additional guarantees of integrity and authenticity. Second the security analysis 

to cover more possible attack scenarios. Third, the results of new experiments and provide a thorough evaluation 

of the system performance. Fourth, detailed discussion on related works to prepare readers with a better 

understanding of background knowledge. Finally, improved the presentation by adding more examples and 

illustration graphs. 
 
 

II. RELATED WORK 
2.1. Cloud Privacy and Security 

Cloud computing has raised a range of important privacy and security issues. Such issues are due to the 

fact that, in the cloud, users’ data and applications reside—at least for a certain amount of time—on the cloud 

Cluster. Concerns arise since in the cloud it is not always clear to Individuals  
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why their personal information is requested or it will be used or passed on to other parties. Their basic 

idea is that the user’s private data are sent to the cloud in an encrypted form, and the processing is done other 

encrypted data. The output of the processing is deobfuscated by the privacy manager to reveal the correct result. 

The author’s present layered architecture for addressing the end-to-end trust management and accountability 

problem in federated systems. The authors’ focus is very different from ours, in that they mainly leverage trust 

relationships for accountability, along with authentication and anomaly detection. Further, their solution requires 

third-party services to complete the monitoring and focuses on lower level monitoring of system resources. The 

authors propose the usage of policies attached to the data and present logic for accountability data in distributed 

settings. Crispo and Ruffo proposed an interesting approach related to accountability in case of delegation.  It is 

mainly focused on resource consumption and on tracking of sub jobs processed at multiple computing nodes, 

rather than access control. 

 

2.2. Self-Defending Objects 

Self-defending objects are an extension of the object-oriented programming paradigm, where software 

objects that offer sensitive functions or hold sensitive data are responsible for protecting those functions/data. 

Similarly, extend the concepts of object-oriented programming. The key difference in our implementations is 

that the authors still rely on a centralized database to maintain the access records, while the items being 

protected are held as separate files. Provided a Java-based approach to prevent privacy leakage from indexing, 

which could be integrated with the CIA framework proposed in this work since they build on related 

architectures.  

 

2.3. Proof-Carrying Authentication 
The PCA includes a high order logic language that allows quantification over predicates, and focuses 

on access control for web services. While related to ours to the extent that it helps maintaining safe, high-

performance, mobile code, the PCA’s goal is highly different from our research, as it focuses on validating code, 

rather than monitoring content. Another work is by Mont et al. who proposed an approach for strongly coupling 

content with access control, using Identity-Based Encryption (IBE) .We also leverage IBE techniques, but in a 

very different way. We do not rely on IBE to bind the content with the rules. Instead, we use it to provide strong 

guarantees for the encrypted content and the log files, such as protection against chosen plaintext and cipher text 

attacks.  

 

III. SYSTEM MODEL 
3.1. Data Owner Configuration Phase 

In this module every data owner must register their details in the cloud server. And Cloud server 

establishes the public key and private key access policy using IBE scheme. Finally the cloud server distributes 

the secret key to the data owner. Cloud server stores the data owner details in the data store as a entity (it is key 

object model). It is persistence storage 
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3.2. Data Uploading in Cloud Server. 

After configuration process completed data owner create the log file (it contain configuration details) 

and encrypt it using the secret key established by the cloud server to the particular data owner. Then load the 

owner data into encrypted log file. The owner data and log file is bounded or coupled together. 
 

3.3. User Configuration Phase  
In this module every user must register their details and account details in the cloud server. And Cloud 

server establishes the public key and private key access policy using IBE scheme. Finally the cloud server 

distributes the secret key to the user. Cloud server stores the user details in the data store as a entity (it is key 

object model). When the user request to get the data from the cloud server, the user get data with log file. This 

log file store the user session details and finally this log file send to data owner.  
 

3.4. Auditing Phase. 

In this module log harmonizer is used to perform the auditing work. This is maintained in the data 

owner. Data owner gets the log file information from the cloud server and user separately and decrypts the log 

files using the secret keys of data owner, and passes decrypted log files into the log harmonizer. Finally auditing 

process is conducted. 

 

IV. EXPERIMENTAL RESULT 

This experiment the time taken to create a log file and then measure the overhead in the system. With 

respect to time, the overhead can occur at three points:  during the authentication, during encryption of a log 

record, and during the merging of the logs. 

                                                        

 
 

Fig 2: This result shows that time to create log files of different sizes. 

 

 
 

Fig 3: This result shows that time to merge log files 
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Fig 4: This result shows that size of the logger component. 

 

V. CONCLUSION 
Innovative approaches for automatically logging any access to the data in the cloud together with an 

auditing mechanism. The data owner to not only audit his content but also enforce strong back-end protection if 

needed. Moreover, one of the main features of our work is that it enables the data owner to audit even those 

copies of its data that were made without his knowledge. In future plan to refine our approach to verify the 

integrity of the JRE and the authentication of JARs. For example, investigate whether it is possible to leverage 

the notion of a secure JVM being developed by IBM. This research is aimed at providing software tamper 

resistance to Java applications. Design a comprehensive and more generic object-oriented approach to facilitate 

autonomous protection of traveling content. To support a variety of security policies, like indexing policies for 

text files, usage control for executables, and generic accountability and provenance controls.  
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